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1 Introduction

Cryptography is one of the central founding pillars of modern information security. In the last decades,
this field has seen numerous radical evolutions such as the introduction of public key algorithms. In
this very area, elliptic curves are starting to emerge as a powerful technique capable to provide high
levels of secrecy while maintaining small the key size. Elliptic curves were initially introduced as a way
to solve elliptic integrals, and so they were largely used in physics since the middle of the XIX century.
A pivotal discovery however was made in 1985 by Miller and Koblitz which, independently, proposed
their use in public key algorithms. Since then, their usage in cryptography started to take place due
to their security features. In order to increase the encryption throughput, an efficient implementation
(in hardware, software or both) of such systems is highly desirable, especially on gateways and servers
which may have to cipher huge quantity of bytes in a short amount of time.

This documents contains a systematic literature review (SLR) on the subject of high speed elliptic
curve cryptography, which was conducted between October and November 2014. In order to restrict
the number of papers to a manageable amount, several exclusion criteria where applied. In the end,
181 documents where found, but only 21 papers where selected as relevant for this study’s purpose.

This document is structured as follows. Section 2 is a short background on elliptic curve cryptog-
raphy (ECC). Section 3 describes the planning of the systematic literature review, while Section 4
contains a description of how the SLR was conducted. Section 5 is an analysis of the collected papers
and it includes several statistics and plots. Section 6 is a discussion about the obtained results and
finally Section 7 lists all the papers which were reviewed.

2 Background

Given a field I, an elliptic curve £ over F is a non-singular planar curve with at least one F-rational
point which satisfies the Weierstraf§ equation

E: y2+a1:cy+a3y:x3+a2x2+a4x+a6.

Figure 1 depicts the plots of three elliptic curves over the field of the real numbers R.
It can be shown that given two points P(zp,yp) and Q(zg,yq) on an elliptic curve, there exists a
point addition operation P + Q = R where R(xg,yr) can be computed as
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(a) Plot of y? = 2% — 1. (b) Plot of y* = 2® — 3z + 3. (c) Plot of y* = x® — 4.

Figure 1: Plots of three elliptic curves over R.

In other words, the set of all the points on an elliptic curve forms a group with respect to the
point addition operation. Figure 2 depicts a graphical representation of the point addition, that is to
compute R = P 4+ @Q in a ‘geometrical’ fashion we can

e draw the line passing through P and Q);
e denote the third intersection point between the elliptic curve and the line as —R;

e compute R as the point specular of —R with respect to the z axis.

Figure 2: Graphical representation of the point addition on an elliptic curve.
If we sum a point P to itself, we say that we are doubling the point P, and we will write

R=2P=P+P.
By extension, we can perform a point tripling 3P and so on. In general we can define a scalar
multiplication operation
R=nP

Where R and P are two points on an elliptic curve and n € N.

Computing the scalar multiplication is a ‘fast’ operation, that is it can be executed using algo-
rithm that have a polynomial running time. However, the inverse operation (the division) is a ‘slow’
operation, that is the only known algorithms are completely exponential. This means that

e given an integer n and a point P, it is fast to compute nP = R;



e given two points P and R, it is slow to compute n such that nP = R.

In cryptography the problem to efficiently compute the point ‘division’ is known as the ECDLP, the
elliptic curve discrete logarithm problem'. This problem is the basis of the ECC, since to encrypt or
decrypt data a scalar multiplication is needed, however to break the algorithm it is needed to perform
a point division.

3 Planning

The planning phase in a SLR includes the definition of the research questions and the criteria for
including or excluding a document in the review process.
The research questions which are the basis for this SLR are:

RQ1. What is the state-of-the-art of high speed elliptic curve cryptography?
Motivation: Discover the different type of algorithms and approaches used to speed-up the ECC
computations and where most of the research interests lies.

RQ2. Are the performances of elliptic curve cryptography adequately tested?
Motivation: Determine how well ECC is tested in practical and theoretical scenarios.

The search of the related documents was conducted using the Internet and using only on-line
electronic libraries via an ad-hoc constructed query. The following major terms were identified:

e cryptography;
e elliptic curve;

o cfficient.
For each term a set of alternatives were found in order to build the final search string:

(Cryptography OR Encrypt OR Encryption OR Cipher)
AND
(Elliptic curve OR EC OR ECC)
AND
(Efficient OR Efficiency OR Efficiently OR Fast OR Speed)

In order to limit the research results to a manageable number, only the journal papers available
from the IEEE Xplore Digital Library (http://ieeexplore.ieee.org) were selected. In particular,
the documents included in the review process were papers:

e available through the IEEE Xplore Digital Library;

e published in international journals or as book chapters;

e which deal with elliptic curve cryptography as a main argument;

e which provide some result on the efficiency, in a theoretical or experimental way;
e completely in English;

e published from 1990 to 2014.

On the other hand, the papers excluded from the SLR were the documents:

e which have a quality score less than 2 (see Section 5 for a description of the metrics);

'The acronym ECDLP is misleading since we are computing a division and not a logarithm. The name was chosen for
the similarity of the ECDLP to another problem known as the DLP (discrete logarithm problem).
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e which are surveys or SLRs;

e which are slides or technical reports;

e which are duplicates of other papers;

e solely based on discussions and opinions;

e with only speculations with no theoretical and no experimental results;

e discussing only implementations based on web programming languages (JavaScript, PHP, ...)
or scripting languages (Perl, Python, ...);

e discussing only hardware implementations (FPGAs, ASICs, ...).

4 Conducting the review

The SLR was planned and conducted between October and November 2014 and the time-line is showed
in Table 1.

Date Phase Outcome

October 21-22 Protocol development Initial review protocol

November 10 Protocol improvement Refined review protocol

November 10 Retrieval of the files Initial paper repository (181 papers)
November 10-11 Paper selection Refined paper repository (21 papers)
November 11 Data extraction Data extraction forms

November 11-12 Data synthesis Document statistics

November 12 Report of the SLR Pilot report

Table 1: Timeline of the review process.

The initial planning started in October and the SLR process was concluded in November.

During the initial retrieval of the files from the Internet a total of 181 research results (documents)
were obtained. By applying the inclusion and exclusion criteria described in Section 3, the number of
relevant papers were reduced to 21. Table 2 shows results of the exclusion process.

Hardware-related

Type Documents

Hardware-related 70 (37%)

Off-topic 88 (49%)

Not in English 1 (0%) Not available
Not available 1 (0%)

Relevant 21(12%) Relevant
Total 181 (100%)

Off-topic Not in English

Table 2: Paper exclusion results.

In the end 160 documents were excluded, in particular:
e 1 paper was not downloadable from the Internet (broken URL);
e 1 paper was not in English (it was in Spanish);

e 70 papers were treating only hardware implementations;



e 88 papers were off-topic, treating only ECC as a secondary argument (they were mainly dis-
cussing security protocols or only finite field algebra).

The complete list of the 21 selected papers is available in Section 7.
The ‘surviving’ documents were then registered on a form containing:

e demographic information, as the paper title, the publication year, the journal and so on;

e technical information, as the applicability of the approach proposed and the type of tests con-
ducted.

The technical information part was constructed in order to provide a mean of answering the research
questions presented in Section 3.

5 Data synthesis and results

In order to address the research questions previously described, several analysis were performed on
the 21 candidate papers. The results of the studies is listed in the following paragraphs.

5.1 Quality

One of the first analysis performed was aimed to asses the quality of the selected papers in order to
exclude the documents with the lowest scores. The score is a numerical (integer) value ranging from
0 to 7 which was assigned to each paper, where 0 indicates the lowest quality and 7 the highest one.
Table 3 shows the papers per quality score.

Score Papers
Score: 4

0 (0%) Score: 3

(
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(24%)

(19%) w

(33%) Score: 7
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Score: 5
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Table 3: Number of papers per quality score.

The results show that the weighted arithmetic mean score is 4.7 and the lowest score attained is
3. The overall paper quality is quite good, as expected, since only journal papers were chosen for
the review. No low-quality paper were found, so all the 21 papers were selected to participate in the
following analysis.

In the ECC field there are usually two kind of results on the efficiency that can be given:

e theoretical results, that is formulas stating the expected complexity of the calculations;

e experimental results, that is timings which were measured by executing a software implementing
the proposed approach.

Keeping that in mind, the quality scores were computed using the following simple rules:

1. a paper starts with a quality score of 0;



2. a value between 0 and 2 is added based on the paper findings credibility (0 means that the
paper results are totally not credible, 1 means that they seems quite reasonable and 2 that are
completely credible);

3. a 1 is added to the score if the paper performs some kind of comparison with respect to other
approaches;

4. a1 is added to the score if the paper discusses the security of the proposed approach;

5. a 1 is added to the score if the paper performs some kind of experimental results (0 means that
they are purely theoretical);

6. a value between 0 and 2 is added based on how many elliptic curves are tested (0 means that no
curve was tested, 1 means that only one curve was tested and 2 means that two or more curves
were tested).

Table 4 lists in detail the results of the features that were tested for the quality assessment.

Feature Value Papers 1 2
0 0 (0%) 14% 86% Credibility
Credibility 1 3 (14%)
2 18 (86%) 0 1
0 5 (24%) 24% 76% Comparison
Comparison
1 16 (76%) 0 1
: 0 16 (76%) .
76% 24% | Security
Security ] 5 (24%) 0 0
. 0 13 (62%) 0 1
E 1
xperimenta 1 8 (38%) 62% 38% Experimental
0 3 (14%) 0 ) 5
Curves 1 6 (29%)
2 12 (57%) 14%| 29% 57% Curves

Table 4: Number of papers per quality feature.

Most of the papers offer quite credible findings and usually report some comparisons with other
techniques. However, several documents give only theoretical proofs with no tests on real-world
implementations and rarely the security of the proposed approaches is discussed.

5.2 State-of-the-art (RQ1)

The first research question regards the current state-of-the-art of ECC.

Elliptic curve cryptography has started to attract several researchers in the last decades as shown
in Table 5, which lists the number of publications per year.

The data clearly shows that the research interest in this field is remarkable increased in the 2000s.
Until 1993 there was only 1 paper published on the matter, while all the other documents are dated
after the year 2000. After 2011 there was not a single year without a journal publication on this
subject.

Elliptic curves are built on top of a field, so it is natural to investigate what are the most used fields
in the current state-of-the-art. We can then classify the ECC algorithms in three main categories:

e approaches suitable only for binary fields, that is (extension) fields with characteristic 2;
e approaches suitable only for prime fields, that is (base) fields with any prime characteristic;

e approaches suitable for any field.



Year Papers 35
1993 1 (5%)
2001 1 (5%)
2002 2 (10%) 9|
2004 1 (5%) £
2005 2 (10%) g
2006 2 (10%) 5
2007 2 (10%) I
2008 3 (14%)
2009 1 (5%)
2011 1 (5%)
2012 1 (5%) o lheooood 4
2013 1 (5%) 1995 2000 2005 2010
Table 5: Number of papers per year.
Prime

Field Papers Binary

Prime 5 (24%)
Binary 9 (43%)
Any 7 (33%)

Table 6: Paper per field type.

Table 6 lists the results of such classification in the selected papers.

The vast majority (43% + 33%) of the documents propose a technique that can be applied to a
binary field, while only 57% (24% + 33%) of the documents focus their attention on prime fields.

On the other hand, also the kind of elliptic curve studied in a paper is an interesting statistic. We
can therefore classify the approaches also in:

approaches suitable only for prime curves, if they work on prime fields;
approaches suitable only for binary curves, if they work on binary fields;
approaches suitable only for Koblitz curves, that is a peculiar family of binary curves;

approaches suitable only for Edwards curves, that are curves that can be defined on any non-
binary field;

approaches suitable only for Montgomery curves, that are curves that can be defined on any
non-binary field;

approaches suitable for any elliptic curve.

Table 7 shows the results of the classification.

Most of the work is focused on binary elliptic curves, while there is a small, but non insignificant,
number of papers (4) which are oriented toward some specific kind of curves (Koblitz, Edwards and
Montgomery).



Binary

Curve Papers
Prime
Prime 3 (14%)
Binary 8 (38%)
Koblitz 2 (10%)
Edwards 1 (5%)
Montgomery 1 (5%) Koblitz
Any 6 (29%)
Edwards Any
Montgomery

Table 7: Papers per elliptic curve type.

5.3 Testing and performances (RQ2)

The second research question regards the efficiency of ECC and how well the performances are tested.
Table 8 shows the programming languages used to implement the algorithms proposed in the re-
viewed papers.

Language Papers

C 7 (33%)
Ct+ 1 (5%)
None 13 (62%)

None

Table 8: Papers per programming language.

This statistic show two interesting results. The first one is that most of the papers (62%) propose
only theoretical results and do not report any kind of experimental result. The second one is that the
C/C++ programming languages are essentially the de-facto standard programming languages in this
area.

Furthermore, it is also interesting to know the main CPU architectures which are the target of the
implementations. Table 9 shows such results.

ARM x86-64
H8

CPU family Papers <86
x86 3 (14%)

x86-64 2 (10%)

ARM 2 (10%)

HS8 1 (5%)

None 13 (62%)

None

Table 9: Papers per CPU family.

32-bit processors seems to be the main target of the results, however both processors for PCs (x86
and x86-64 families) and embedded systems (ARM and H8 families) seem to be an interesting platform
in this research area.
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Discussion

The review toke into account 21 papers from an initial selection of 181 documents that were excluded
by using the criteria listed in Section 3.

With respect to the RQ1: ‘What is the state-of-the-art of high speed elliptic curve cryptography?’,
several facts have been found:

e the interest in ECC has significantly increased in the last few years, especially from the year
2000;

e most of the state-of-the-art is focused on approaches for binary fields and binary elliptic curves;

e Koblitz curves (a kind of binary elliptic curve) seems also to have gained some (minor) degree
of popularity.

With respect to the RQ2: ‘Are the performances of elliptic curve cryptography adequately tested?’,

the
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results showed that:

e most of the papers do not provide any kind of practical implementation results and prefer to
rely only on theoretical complexity calculations to prove the effectiveness of their findings;

e most of the papers have tested (theoretically or experimentally) their approaches on at least 2
elliptic curves;

e the C and C++ languages are clearly the favorite choice of all the ECC implementations;

e there exists software implementations for both PCs and embedded systems processors.
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