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 P a t te r n  te m p la te  f o r  h o m o g e n iz in g  
d e s c r ip t io n

 L a b e ls  (~q u a lit y  a t t r ib u te s ) f o r  e a c h  p a t t e r n
 A llo w  m a k in g  t r a d e -o f f s

 C la s s if ic a t io n s  o f  th e  p a t t e r n s
 P la c e  in  d e s ig n  p r o c e s s

 A c c o r d in g  t o  s e c u r it y  o b j e c t iv e

 R e la t io n s  b e tw e e n  p a t t e r n s
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Pattern Name
Intent
Also known as (o p tio n a l)
Applicability
Security objective
Labels
Relationships

• Dependencies
• Impairments
• Conflicts
• Benefits
• Alternatives

1 . P r o b le m
• Forces

2 . E xa m p le
3 . S o lu tio n

• S tructure
• Dynamics
• Participants
• Collaborations

4 . Im p le m e n ta tio n  (o p tio n a l)
5 . P i tf a lls  (o p tio n a l)
6 . C o n s e q u e n c e s
7 . R e la te d  p a tte r n s
8 . K n o w n  u s e s
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 D e p e n d a b ilit y

 P o r ta b ilit y

 M a in ta in a b ilit y

 P e r fo rm a n c e

 U s a b ilit y

 M a n a g e a b ilit y

 A u d ita b ilit y

 C o n f id e n t ia l i t y

 I n te g r it y

 A c c o u n ta b il i t y

 A n o n ym it y

 P r iv a c y

 N o n -r e p u d ia t io n

 C o s t



6

 S e c u r e  L o g g e r
+ M a n a g e a b le  (C e n t r a l iz e d )

–  P e r f o rm a n c e

 A u th e n t ic a t io n  E n f o r c e r
+ M a in ta in a b i l i t y

+  A u d ita b i l i t y

- D e p e n d a b il i t y



7

S e c u r it y  O b j e c t iv e s

C o r e  P a t t e r n s

B u il d in g  B l o c k s

A ud it I n ter c ep to r
L o ad  B alanc er
A p p lic at io n F irew all
R ever se P ro x y
S ingle A c cess P o int
S ec ure M essage R o uter
F irew all
S er v er S and b o x
C o nt ro lled  P ro cess C reato r
D em ilita r ized  Z o ne
S ec ure P ip e
C o nt ro lled  O b jec t F ac to r y

S e c u re  S e rvic e  F a c a d e
S e c u re  A c c e s s  L a y e r
C h e c k p o in t e d  S y s t e m
R e p lic a t e d  S y s t e m
C om p a ra t o r C h e c k e d  F a u l t To le ra n t S y s t e m− −
S e c u re  L o g g e r
O u t p u t G u a rd
In p u t G u a rd
C o n ta in e r M a n a g e d  S e c u ri t y
C re d e n t ia l To k e n iz e r
A u t h o riz a t io n  E n fo rc e r
A u t h e n t ic a t io n  E n fo rc e r

S u b je c t D e s c r ip to r
S e c u r e  S e s s io n  O b je c t
C o n t r o l le d  O b je c t M o n it o r
L im it e d  V ie w
F u ll V ie w  w ith  E r r o r s
S e c u r it y  C o n te x t
S e c u r it y  A s s o c ia t io n
S e s s io n
S e s s io n  T im e o u t
S e s s io n  F a ilo v e r
O b fu s c a te d  T r a n s fe r  O b je c t
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A p p l ic a t io n S y s t e m
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S e c u r it y  O b j e c t iv e s

B u il d in g  B l o c k s

C o r e  P a t t e r n s

Authorization K nown Partners

Controlled Execution Environment Secure Communication

Information Obscurity

Network Authentication
Protocol

File Authorization

Error Detection and
Correction

Password
Synchronizer

Logger

M ultilevel Security

Controlled Virtual
Address Space

Roles

Encrypted
Storage

M inefield



L e g e n d
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S e c u r it y  O b j e c t iv e s

B u il d in g  B l o c k s

C o r e  P a t t e r n s

Controlled Access

Integrity Availability AccountabilityConfidentiality

Identification

PrivacyAnonymityNon-repudiation

Secure Data
Transmission

Application
Integrity

M essage-level
encryption

Security
attributes

Access control
models

Logging

Transport-level
encryption

Security
events

Information control
flow models

Role

Integrity
protocol

Digital signature

~ C C
sec u r i t y
f u n c t i o n s

~ C I A A
ex t en d ed
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o p t io n a l
r e q u ir e d

L e g e n d
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D e m il it a r iz e d  Z o n e

S e c u r e  P ip e

L o a d  B a l a n c e r

A u d it  In t e r c e p t o r

A u t h e n t ic a t io n  E n f o r c e r

A u t h o r iz a t io n  E n f o r c e r

L im it e d  V ie w

F u l l  V ie w  w it h  E r r o r s

B: B en e f i t s f r o m

D: D ep en d s o n

I: I m p a i r s

C: C o n f l i c t s w i t h

A: A l t e r n a t i v e

S ystem

Application Architecture

Application Design
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 S te p -b y -s te p  r e f in e m e n t

 B a s e d  o n  A t t r ib u te -d r iv e n  d e s ig n 1

 U s e  q u a lit y  a t t r ib u t e s  t o  d e c o m p o s e  t h e  
s y s t e m

 B u t s e c u r it y  a s  th e  m a in  f o c u s
 S e c u r it y  is y e t a n o t h e r  q u a lit y
 H o w e v e r , it  n e e d s  e n d -t o -e n d  a p p r o a c h

1 Software Architecture in Practice, L. Bass, P. Clements, R. Kazman



 B a s s , C le m e n t s , K a z m a n  O u r  a p p r o a c h

Qualities
- A v a i l ab i l i t y
- M o d i f i ab i l i t y
- P er f o rm an c e
- Sec u r i t y
- T est ab i l i t y
- U sab i l i t y

A v a i l ab i l i t y
t a c t i c s

P e r f o rm an c e
t ac t i c s

Sec u r i t y
t a c t i c s

…

P at t e r n  A P a t t e r n  B

P a t t e r n

M a i n  Sec u r i t y  
O b j ec t i v e

P er f o rm an c e

A v a i l ab i l i t y

Sec u r i t y

L a b e l s :



 B a s s , C le m e n ts , K a zm a n  
(s e c u r i t y )

 O u r a p p r o a c h

Qualities

Sec u r i t y
t ac t i c s

…

Resisting Attacks
- A u then t i cat e U ser s
- A u t ho r i ze U ser s
- M ai n t ai n D at a
       C o n f i d en t i al i t y
- M ai n t ai n I n t eg r i t y
- L i m i t E x po su r e
- L i m i t A ccess

Detecting 
Attacks
- In t r u si o n 
D etec t i o n

Recovering 
from Attacks
Restoration: 
(see A vailability)

Identification:
- A u d i t t r ai l

P a t t e r n

M ain Security 
Objective

- C o n f i d en t i a l i t y
- I n t eg r i t y
- A v a i l ab i l i t y
- A c c o u n t ab i l i t y
- …

P er f o rm an c e

A v a i l ab i l i t y

Sec u r i t y

L a b e l s :

P a t t e r n
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D om a i n
m o d e l

F u n c t i o n a l
R eq u i r em en t s

Analysis

Architecture

Design

Sec u r i t y  R eq u i r em en t s

• Using misuse cases
• Categorized by security goal
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Architecture

Design

I n i t i a l
a r c h i t ec t u r e

Q u a l i t y
a t t r i b u t es

Se l ec t  p a t t e r n s
f r o m  taxonomy & graph

T r ad eo f f
u si n g quality attributes

C heck  C o n f l i c t s,
D ependenc i es, Su ggest i o n s

u si n g table

A

objective

Analysis
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as above
(b u t i n c l u d e c r o ss-l ev e l d ep en d en c i es)

Analysis

Architecture

Design
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 C re a te  a  w e b -b a s e d  v a r ia n t o f th e  w e ll-
k n o w n  c a le n d a r in g  a p p lic a t io n  u s in g  th e  
p ro p o s e d  m e th o d o lo g y

 F u n c t io n a lit y :
 U s e r s  h a v in g  th e ir  o w n  c a le n d a r

 E n t r ie s  c a n  b e  a d d e d , m o d if ie d  a n d  c a n c e lle d

 E v e r y o n e  c a n  v ie w  e n t r ie s  o f  a n y o n e

 S e c r e ta r ie s  c a n  p e r f o rm  o p e r a t io n s  o n  b e h a lf  o f  
u s e r s
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D om a i n
m o d e l

F u n c t i o n a l
R eq u i r em en t s

Analysis

Architecture

Design

Sec u r i t y  R eq u i r em en t s

• Using misuse cases
• Categorized by security goal
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Architecture

Design

I n i t i a l
a r c h i t ec t u r e

Se l ec t  p a t t e r n s
f r o m  taxonomy & graph

T r ad eo f f
u si n g quality attributes

C heck  C o n f l i c t s,
D ependenc i es, Su ggest i o n s

u si n g table

A

objective

Analysis

Q u a l i t y
a t t r i b u t es
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W e b -b a s e d  c a le n d a r

 s ta n d a r d  3 -t ie r  w e b  a r c h it e c tu r e  (n a iv e )

N o te : f o r  th is  e xa m p le , w e  u s e  th e  d e p lo ym e n t v ie w  
o n ly  
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1. A v a ila b ilit y
 G r a c e f u l d e g r a d a t io n  w h e r e  c a le n d a r s  o f 

im p o r t a n t  p e o p le  f a il la t e r

2. U s a b ilit y
 In t e g r a t io n  w it h  e x is t in g  K e r b e r o s

3. M o d if ia b ilit y
 C h a n g e  t h e  p o lic y

 C h a n g e  t h e  a u t h e n t ic a t io n  m e t h o d
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Architecture

Design

I n i t i a l
a r c h i t ec t u r e

Q u a l i t y
a t t r i b u t es

Se l ec t  p a t t e r n s
f r o m  taxonomy & graph

T r ad eo f f
u si n g quality attributes

C heck  C o n f l i c t s,
D ependenc i es, Su ggest i o n s

u si n g table

A

objective

Analysis
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1. L o o k  a t th e  u s e  c a s e s  fo r c o n f id e n t ia lit y
 F u n c t io n a l:

 C r e a t e  m e e t in g

 V ie w  m e e t in g

 S e c u r i t y :
 M a r k  a s  a c c e s s ib le  t o  a g e n d a  o w n e r  a n d  m e e t in g  

c r e a t o r  o n ly  (o n  “C r e a t e  m e e t in g ”)

 C h e c k  a c c e s s  r e s t r ic t io n s  (o n  “V ie w  m e e t in g ”)

2. S e le c t c a n d id a te  p a t te r n s  (u s in g  g ra p h )
 C o n f id e n t ia l i t y  =  Controlled Access + 

Identification
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1. S e le c t a r c h it e c t u r a l p a t t e r n s  
f o r controlled access

 P ic k  R e f e r e n c e  m o n it o r
(m o d if ia b ili t y )

 B e n e f it s  f r o m  C h e c k p o in t  
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1. S e le c t p a t t e r n s  fo r  identification

 P ic k  A u th e n t i c a t o r  a n d  S S O  
(u s a b i l i t y )

 C h e c k in g  th e  ta b le , S S O  b e n e f i t s  
f r o m  C r e d e n t ia l T o k e n iz e r
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1. U s in g  th e  d e s c r ip t io n  o f  th e  p a t t e r n s : 
r e f in e  th e  a r c h it e c t u r e
 S in g le  S ig n -O n

 R e f e r e n c e  M o n it o r

Client ServiceSSO Proxy

SSO Service

<<Secure link>>

redirect

authenticate
Retrieve identity

Client ServiceReference Monitor
Proxy
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Monitor

<<component>>
Secure
Logger

<<component>>
Audit

Interceptor

<<component>>
Reference

Monitor

<<component>>
Credential
Tokenizer

<<component>>
SSO

<<component>>
Reverse

Proxy

<<component>>
Check Point

Server

Server

Backend
Client

Gold

Normal

<<secure link>>


