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System of patterns



Instrument Suite

Pattern template for homogenizing

description

Labels (~vquality attributes )for each pattern

Allow making trade -offs

Classifications of the patterns
Place in design process

According to security objective

Relations between patterns



Instrument Suite
Pattern template

Intent
Also known as (optional)
Applicability

S ecurity objective
Labels

Relations hips

» Dependencies
 Impairments

« Conflicts

« Benefits

* Alternatives




Instrument Suite
Labels

ISO 9126

CcC

Dependability
P ortability

M aintainability
Performance
U sability
Manageability

A uditability

Confidentiality
Integrity
Accountability
Anonym ity
Privacy
Non-repudiation

Cost
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Instrument Suite
Labels - Examples

Secure Logger
+ Manageable (Centralized)

— Performance

Authentication Enforcer
+ M aintainability
+ Auditability
-Dependability



Instrument Suite
Place in design process: Taxonomy

Security Objectives

Architecture

Core Patterns

Secure Service Facade
Secure Access Layer
Checkpointed System
Replicated System
Comparator—Checked Fault—Tolerant System
Secure Logger

Output Guard

Input Guard

Container Managed Security
Credential Tokenizer
Authorization Enforcer
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Authentication Enforcer

Subject Descriptor
Secure Session Object
Controlled Object Monitor
Lim ited View

Full View with Errors
Security Context
Security Association
Session

Session Timeout
Session Failover

O bfuscated Transfer Object
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A udit Interceptor

Load Balancer

A pplication Firew all
Reverse Proxy

Single A ccess Point
Secure M essage Router
Firew all

Server Sandbox
Controlled Process Creator
D emilitarized Zone
Secure Pipe

Controlled O bject Factory
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Building Blocks



Instrument Suite
Place in design process: Taxonomy

Security Objectives

Information Obscurity Authorization
Controlled E xecution E nvironment

Core Patterns

Network Authentication m
Protocol Storage
E rror D etection and
Password

Building Blocks




Instrument Suite Log e

e — — = optional

Place in design process: Taxonomy e—— required

Security Objectives

C onfidentiality Availability BN Accountability
~ CIAA Application
Integri
Transmission Controlled Access | dentification

Core Patterns

Transport-level M essage-level I ntegrity
encryption encryption protocol events
attributes models flow models
Logging m Digital signature

Building Blocks




Instrument Suite

According to security objective: Graph egenc
Q= == optional
Secure Data Transmission (4) . repquir o

Confidentiality

‘ Data T o Controlled Access (9)
ecure Data Transmission i
Controlled Access @ Application Architecture Integrity (8)
i - Authorization Enforcer Secure Data Transmission
- Controlled Access

Application Design Application Integrity

Accountability (2) - Limited View

- Full View with Errors

System
- Demilitarized Zone Availability (5)

Identification (7) - Single Access Point
_ - Firewall _

Non-repudiation (0)

Anonymity (0) Privacy (0)




Instrument Suite
Relations between patterns: Table

C:conflicts with

A: A lternative

System

Firewall

Single Access Point

Appl. Architecture

Authent. Enforcer

Authoriz. Enforcer

Secure Logger

Applic. Design

Security Association

Limited View

Session

Full View w/ Errors

System

Demilitarized Zone

Secure Pipe

Load Balancer

g

Audit Interceptor

Application Architecture

Authentication Enforcer

Authorization Enforcer

Application Design

Limited View

Full View with Errors

AC
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Methodology



Methodology

Stepby-step refinem ent

Based on Attribute driven design'

Use quality attributes to decom pose the

system

But security as the main focus
Security IS yet another quality

However, it needs end-to-end approach

1 Software Architecture in Practice, L. Bass, P. Clements, R. Kazman
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Qualities, objectives, patterns, tactics and labels

Bass, Clements, Kazm an Our approach
(Qualities h
- A vailability

~M odifiability

~Performance

~Security
~Testability
~Usability
& 4 >

A vailability

tactics

A vailabilit




Qualities, objectives, patterns, tactics and labels

Bass, Clements, Kazman

Secu [ Qualities l

‘/\f

Resisting Attacks D etecting Recovering
Attacks from Attacks

OQur approach

A vailabilit




Vlethodology

Analysis

Architecture
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Methodology

Architecture

from taxonomy & graph

using quality attributes

N ———

using table




Methodology

Architecture




In practice...



Example: Calendar Application

Create a web-based variantofthe well-
known calendaring application using the

proposed methodology

Functionality:
Users having their own calendar
Entries can be added, modified and cancelled
Everyone can view entries of anyone

Secretaries can perform operations on behalf of

users
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1. Domain Model/Vocabulary

Al



2. Functional Requirements
"

g Modify meeting

Agenda Owner Se
Cancel meeting

:

Employee

T




Vlethodology

Analysis

Architecture

Security Requirements

* Using misuse cases
* Categorized by security goal
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3. Security Requirements
Using misuse cases: Confidentiality

CONFIDENTIALITY
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3. Security Requirements
Final use case diagram

extension points
Accessrestriction

1
“"»e;&en d==
(Access kestriction)
)

Mark as accessible to
agenda owner and
meeting creator only

<<indude>>

Employee S
i > Restrict the load
on the calendar
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Methodology

ANC

Architecture




A. Initial architecture

W eb based calendar

standard 3 tier web architecture (haive )

Note: for this example, we use the deployment view

only
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5. Prioritized quality attributes

A vailability

Gracefuldegradation where calendars of

im portant people fail later
U sability

Integration with existing Kerberos
M odifiability

Change the policy

Change the authentication method
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Methodology

s ——

Architecture

from taxonomv & graph

using auality attributes

using table




6. Iteration: Confidentiality (1)

Look atthe use cases for confidentiality

Functional:
Create meeting
View meeting

Security:

M ark as accessible to agenda owner and meeting

creator only (on “Create meeting”)
Check access restrictions (on “View meeting”)
Selectcandidate patterns (using graph )

Confidentiality = Controlled Access -+
Identification
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6. Iteration: Confidentiality (2)

Select architectural patterns
for controlled access

Pick Reference monitor
(m odifiability )

1

Benefits from Checkpoint
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6. Iteration: Confidentiality (3)

Select patterns for identiﬁcation

Pick Authenticator and SSO
(usability )

Checking the table, SSO benefits

from Credential Tokenizer
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6. Iteration: Confidentiality (4)

Using the description of the patterns:

refine the architecture
Single Sign-O n

redirect

<<Secure link>>

SSO Proxy Service

Retrieve identity

authenticate

SSO Service

Reference Monitor

Reference Monitor Servi
Proxy ervice




6. Iteration: Confidentiality (4)
Result after this step

Monitor
<<component>>=d]

Reference 7
T/ Loste o Server
Client| |<<secure link>} ’/" N\

<<component>>=J]

<<component>>J]
SSO Check Point

<<component>>&]
Credential
Tokenizer




Final architecture

<<component>>
Audit
Interceptor

—

- //
Client | <secure link>>

<<component>>
Secure
Logger

Monitor

<<component>>
Reference
Monitor

<<component>>

<<component>>
Credential
Tokenizer

<<component>>
Reverse
Proxy

<<component>>
Check Point

Backend
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